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Aligned with standards and regula�ons where applicable 
Standard/Regula�on Clause/Ar�cle Comment 
ISO/IEC 27001:2022 Clause 8.1  
ISO/IEC 27002:2022 Controls 5.29, 5.30   
NIST SP 800-53 Rev.5 CP-1 to CP-11  
NIST SP 800-34 Rev.1  Con�ngency Planning 

Framework 
ISO 22301:2019  Business Con�nuity 

Management System 
Requirements 

EU GDPR Ar�cle 32  
EU NIS2 Ar�cle 21(2)(f)  
EU DORA Ar�cle 10  
COBIT 2019 DSS04  

 

  Legal No�ce (Copyright & Usage Restric�ons) 

© 2025 Clarysec LLC. All rights reserved. 

This document is the intellectual property of Clarysec LLC. No part may be copied, 
reused, redistributed, or modified for commercial or implementa�on purposes 
without explicit writen permission. 

Unauthorized use is strictly prohibited and may lead to legal ac�on. 

For licensing, contact: info@clarysec.com  
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1. Purpose 
1.1. This policy defines the mandatory controls and responsibili�es for ensuring the organiza�on’s ability to 

sustain or recover cri�cal business opera�ons and suppor�ng ICT services during and a�er a disrup�ve 
incident. 

1.2. It aims to protect life, opera�onal stability, legal obliga�ons, customer commitments, and the 
organiza�on’s reputa�on by embedding resilience through proac�ve planning and validated recovery 
capabili�es. 

1.3. This policy provides the founda�on for the organiza�on’s Business Con�nuity Management (BCM) and 
Disaster Recovery (DR) framework, ensuring compliance with applicable regulatory, contractual, and 
industry requirements. 

2. Scope 
2.1. This policy applies to all organiza�onal units, informa�on systems, business processes, personnel, and 

third-party services that are classified as cri�cal or essen�al based on Business Impact Analysis (BIA) 
results. 

2.2. The policy covers:  
2.2.1.  Natural and man-made disrup�ons, including cyberatacks, infrastructure failures, data center 

outages, pandemics, and vendor service interrup�ons  
2.2.2.  Planning, tes�ng, and con�nuous improvement of Business Con�nuity Plans (BCPs) and Disaster 

Recovery Plans (DRPs)  
2.2.3.  Roles and responsibili�es for emergency response, recovery coordina�on, and incident escala�on 

2.3. All staff with con�nuity or recovery responsibili�es, including IT, business owners, crisis managers, and 
vendors, are subject to the provisions of this policy. 

3. Objec�ves 
3.1. To ensure con�nuity of business opera�ons and services through predefined and tested procedures, 

minimizing opera�onal, reputa�onal, and legal impact. 
3.2. To recover ICT services within defined Recovery Time Objec�ves (RTOs) and Recovery Point Objec�ves 

(RPOs), aligned with business risk tolerance levels. 
3.3. To assign ownership for business con�nuity and disaster recovery planning, execu�on, and governance 

across the enterprise. 
3.4. To ensure that con�nuity capabili�es are regularly tested, maintained, and improved based on realis�c 

scenarios and audit findings. 
3.5. To meet compliance obliga�ons under ISO, NIST, GDPR, DORA, and NIS2, suppor�ng due diligence in 

opera�onal resilience and availability. 
4. Roles and Responsibili�es 

4.1. Execu�ve Management  
4.1.1.  Approves the Business Con�nuity and Disaster Recovery Policy and ensures strategic alignment.  
4.1.2.  Allocates budget and resources to support business con�nuity, emergency response, and recovery 

exercises. 
4.2. Business Con�nuity Manager (BCM Lead)  
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4.2.1.  Owns the development and maintenance of organiza�on-wide BCPs and coordina�on of 
con�nuity tes�ng.  

[…..] 

 

11. Reference Standards and Frameworks 

This policy is aligned with interna�onally accepted business con�nuity and disaster recovery standards, 
suppor�ng auditability, resilience, and legal compliance. 

ISO/IEC 27002:2022  

Annex A Control 5.29 – Informa�on Security During Disrup�on: Requires con�nuity of security controls 
under adverse condi�ons.  

Annex A Control 5.30 – ICT Readiness for Business Con�nuity: Mandates the prepara�on, tes�ng, and 
valida�on of ICT recovery capabili�es. 

ISO 22301:2019 – Business Con�nuity Management Systems  

Provides the framework for establishing, implemen�ng, and maintaining BCM prac�ces aligned with 
organiza�onal objec�ves and risk thresholds. 

NIST SP 800-34 Rev.1 – Con�ngency Planning Guide  

Outlines best prac�ces for IT system con�ngency plans, including con�nuity strategy development, 
impact analysis, and plan tes�ng. 

EU GDPR (2016/679)  

Ar�cle 32 – Security of Processing: Requires resilience of processing systems and �mely restora�on of 
availability and access to personal data following an incident. 

EU NIS2 Direc�ve (2022/2555)  

Ar�cle 21(2)(f): Mandates business con�nuity and crisis management measures to support the security 
of network and informa�on systems. 

EU DORA (2022/2554)  

Ar�cle 10 – ICT Business Con�nuity: Requires financial en��es to develop and test ICT con�nuity plans, 
including risk-based RTO/RPO and failover capabili�es. 

COBIT 2019  
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DSS04 – Manage Con�nuity: Covers all aspects of con�nuity planning, including threat iden�fica�on, 
impact analysis, recovery strategy, and regular tes�ng. 

 

 


