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1. Purpose 
1.1. This policy establishes a formal structure for the iden�fica�on, repor�ng, analysis, containment, 

response, recovery, and post-incident evalua�on of informa�on security incidents affec�ng the 
organiza�on. 

1.2. It ensures �mely, coordinated, and effec�ve responses to minimize opera�onal disrup�on, financial 
loss, reputa�onal damage, and regulatory non-compliance. 

1.3. The policy also facilitates con�nuous improvement of the organiza�on’s cyber resilience posture 
through lessons learned and integra�on of post-incident findings into governance, tooling, and training 
programs. 

2. Scope 
2.1. This policy applies to:  

2.1.1.  All personnel, including employees, contractors, consultants, and third-party service providers  
2.1.2.  All informa�on systems, applica�ons, infrastructure, networks, and data—whether on-premises, 

in the cloud, or hybrid  
2.1.3.  All types of security incidents, including but not limited to:  

2.1.3.1. Unauthorized access or privilege escala�on  
2.1.3.2. Malware and ransomware atacks  
2.1.3.3. Denial-of-service (DoS/DDoS) atacks  
2.1.3.4. Data loss, leakage, or exfiltra�on  
2.1.3.5. Insider misuse or policy viola�ons  
2.1.3.6. Physical security breaches impac�ng digital assets 

2.2. The policy encompasses detec�on, triage, inves�ga�on, escala�on, containment, evidence handling, 
no�fica�on, recovery, and root cause analysis. 

3. Objec�ves 
3.1. To establish a repeatable and scalable incident response capability that enables swi� detec�on, 

classifica�on, and mi�ga�on of security incidents. 
3.2. To minimize the business impact of security events through structured containment, eradica�on, and 

system recovery procedures. 
3.3. To ensure incident repor�ng and response align with legal, regulatory, and contractual requirements—

par�cularly those concerning breach no�fica�on �melines and evidence handling. 
3.4. To support transparency and accountability through proper logging, documenta�on, and metrics 

tracking for all security incidents. 
3.5. To promote con�nuous improvement through post-incident reviews, correc�ve ac�ons, and stakeholder 

training. 
4. Roles and Responsibili�es 

4.1. Chief Informa�on Security Officer (CISO)  
4.1.1.  Owns the incident response framework, ensures policy enforcement, and oversees enterprise-

wide incident coordina�on.  
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4.1.2.  Serves as the primary liaison with regulators, execu�ve leadership, and external legal counsel 
during major incidents. 

4.2. Incident Response Coordinator  

[….] 

11. Reference Standards and Frameworks 

This policy aligns with global standards and regulatory frameworks that define structured, measurable, and 
auditable requirements for incident detec�on, response, no�fica�on, and recovery. 

ISO/IEC 27001:2022  

Clause 8.1 – Opera�onal Planning and Control: Requires structured processes to manage risks, including 
incident response planning and execu�on.  

ISO/IEC 27002:2022 – Controls 5.25–5.27  

Annex A Control 5.25 – Responsibili�es for Informa�on Security Incident Management: Defines the 
need for designated roles and clear ownership in handling incidents.  

Annex A Control 5.26 – Informa�on Security Incident Repor�ng: Requires prompt internal repor�ng 
and communica�on of security events.  

Annex A Control 5.27 – Response to Informa�on Security Incidents: Enforces containment, eradica�on, 
and improvement processes post-incident. 

Provides specific implementa�on guidance on defining responsibili�es, workflows, no�fica�on 
obliga�ons, and improvement mechanisms for incident handling. 

NIST SP 800-53 Rev.5  

IR-1 through IR-9 – Incident Response Family: Defines comprehensive requirements for planning, 
detec�on, analysis, containment, repor�ng, and post-incident remedia�on.  

AU-6 – Audit Review, Analysis, and Repor�ng: Supports evidence collec�on and analysis as part of 
incident inves�ga�on.  

PL-2 – System Security and Privacy Planning: Aligns incident response with organiza�onal risk posture 
and con�ngency planning. 

EU GDPR (2016/679)  

This policy supports GDPR Ar�cle 33 by defining internal repor�ng obliga�ons and ensuring breach 
no�fica�on to supervisory authori�es within 72 hours. It also aligns with Ar�cle 34, covering 
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communica�on to affected data subjects and lis�ng condi�ons under which no�fica�on is not required, 
per points (2)(a)–(c).  

EU NIS2 Direc�ve (2022/2555)  

Ar�cle 23 mandates incident no�fica�on to na�onal authori�es within 24 hours, followed by an 
intermediate update within 72 hours and a final report within one month. This policy integrates these 
requirements and defines roles, escala�on paths, and content obliga�ons to comply with Ar�cle 23(1)–
(4). 

EU DORA (2022/2554)  

Ar�cle 17 requires financial en��es to report major ICT-related incidents to their competent authority 
and the European Supervisory Authori�es. This policy incorporates those requirements through defined 
classifica�on, escala�on, and breach no�fica�on workflows in alignment with Ar�cle 17(1)–(3). 

COBIT 2019  

DSS02 – Manage Service Requests and Incidents: Directs organiza�ons to define, monitor, and op�mize 
incident management processes.  

DSS04 – Manage Con�nuity: Ensures response plans are aligned with business con�nuity and disaster 
recovery objec�ves.  

MEA01 – Monitor, Evaluate and Assess Performance and Conformance: Supports post-incident 
evalua�ons and metrics-based improvements. 


