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ISO/IEC 27002:2022 Controls 8.25–8.26  
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COBIT 2019 BAI03  

 

Legal No�ce (Copyright & Usage Restric�ons) 

© 2025 Clarysec LLC. All rights reserved. 
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Unauthorized use is strictly prohibited and may lead to legal ac�on. 
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Purpose 

1.1. This policy defines the minimum mandatory applica�on security controls required for all so�ware and 
system solu�ons used by the organiza�on, regardless of whether they are developed internally or 
procured from external vendors. 

1.2. It ensures that applica�ons are designed, implemented, and maintained to protect customer, employee, 
and business data from unauthorized access, misuse, altera�on, or destruc�on. 

1.3. This policy supports the organiza�on’s efforts to achieve and maintain ISO/IEC 27001 cer�fica�on, meet 
GDPR and NIS2 obliga�ons, and reduce opera�onal risks associated with insecure so�ware deployments. 

1.4. It helps create a consistent and auditable approach to applica�on security for SMEs by establishing a 
uniform checklist of security features and prac�ces, adapted for environments with limited in-house 
technical resources. 

2. Scope 
2.1. This policy applies to all applica�ons, systems, tools, and pla�orms that: 

2.1.1.  Are developed in-house, customized, or scripted for internal use 
2.1.2.  Are purchased as commercial so�ware, SaaS, or cloud-based systems 
2.1.3.  Process, store, or transmit personal data, business records, or sensi�ve opera�onal informa�on 
2.1.4.  Are accessed by employees, contractors, customers, or partners via internal networks, the internet, 

or mobile pla�orms 
2.2. The policy covers: 

2.2.1.  Developers (internal or contracted) 
2.2.2.  So�ware vendors and cloud service providers 
2.2.3.  IT support personnel or administrators responsible for deployment and support 
2.2.4.  Applica�on owners and business users involved in system approval and oversight 

3. Objec�ves 
3.1. To ensure all applica�ons used by the organiza�on have embedded, verifiable security controls that 

mi�gate common so�ware vulnerabili�es. 
3.2. To protect the confiden�ality, integrity, and availability of data processed by applica�ons, regardless of 

where they are hosted. 
3.3. To require formal tes�ng, review, and valida�on of applica�on security before any new applica�on or 

major update is approved for produc�on use. 
3.4. To enable consistent, secure handling of user creden�als, session data, and access rights across all 

business-cri�cal systems. 
3.5. To require secure logging, audit capabili�es, and monitoring features in all applica�ons to support 

detec�on of and response to suspicious ac�vity. 
3.6. To reduce legal and compliance risks by ensuring applica�ons meet applicable regulatory security 

requirements. 
4. Roles and Responsibili�es 

4.1. General Manager (GM) 
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4.1.1.  Holds overall accountability for applica�on security across the organiza�on. 
4.1.2.  Approves this policy and ensures all acquisi�ons or development projects comply with it. 
4.1.3.   

Reference Standards and Frameworks 

ISO/IEC 27001:2022  

Clause 8.1 – Requires organiza�ons to establish opera�onal controls to address informa�on security risks, 
including those related to applica�ons and so�ware systems.  

ISO/IEC 27002:2022  

Control 8.25 – Advises implemen�ng secure design, development, and code review prac�ces across all 
applica�ons, including those provided by vendors.  

Control 8.26 – Recommends formal tes�ng of applica�on security controls, par�cularly in areas involving 
access control, input valida�on, and session handling. 

NIST SP 800-53 Rev.5  

SA-11 – Specifies requirements for developer tes�ng, code analysis, and dynamic applica�on scanning 
before deployment.  

SI-10 – Addresses detec�on and preven�on of common so�ware flaws, emphasizing developer awareness 
and technical safeguards. 

EU GDPR (2016/679)  

Ar�cle 25 – “Data protec�on by design and by default” mandates embedding privacy and security into the 
core design of applica�ons handling personal data. 

EU NIS2 Direc�ve (2022/2555)  

Ar�cle 21(2)(a) and (e) – Requires essen�al and important en��es to implement technical measures to 
secure applica�ons and detect so�ware-related risks. 

EU DORA (2022/2554)  

Ar�cle 9(2)(c), 10(2)(c) – Requires financial-sector SMEs to embed applica�on-level security controls and 
perform regular assessments to maintain digital opera�onal resilience. 

COBIT 2019  

BAI03 – “Manage Solu�ons Iden�fica�on and Build” guides the development or acquisi�on of secure 
so�ware aligned with risk, compliance, and business requirements—even in resource-constrained SME 
environments. 


