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Aligned with standards and regula�ons where applicable 
Standard/Regula�on Clause/Ar�cle Comment 
ISO/IEC 27001:2022 Clause 8.1  
ISO/IEC 27002:2022 Controls 8.25–8.27  
NIST SP 800-53 Rev.5 SA-3–SA-15, SI-10  
EU GDPR Ar�cle 25  
EU NIS2 Ar�cle 21(2)(a), (e), (h)  
EU DORA Ar�cles 6(7), 9(1)(c), 10(2)(c)  
COBIT 2019 BAI03  
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1. Purpose 
1.1. This policy ensures that all so�ware, scripts, and web-based tools created or modified by the 

organiza�on or its external partners are developed securely, minimizing the risk of vulnerabili�es, 
unauthorized data access, or opera�onal disrup�on. 

1.2. It defines mandatory secure development rules and coding prac�ces that all internal developers, 
contractors, and vendors must follow, regardless of project size or complexity. 

1.3. This policy is designed to protect customer data, prevent breaches, and ensure that so�ware created or 
customized by or for the organiza�on can pass security audits, meet legal requirements (e.g., GDPR, 
NIS2, DORA), and support ISO/IEC 27001 cer�fica�on. 

2. Scope 
2.1. This policy applies to all individuals and en��es involved in developing, customizing, deploying, or 

managing the following on behalf of the organiza�on: 
2.1.1.  Websites, applica�ons, or automa�on tools 
2.1.2.  Internally developed scripts or so�ware 
2.1.3.  Code created by third-party developers or freelancers 
2.1.4.  Plugins, libraries, and so�ware components integrated into produc�on systems 

2.2. It covers all environments used in development ac�vi�es, including: 
2.2.1.  Development and test environments 
2.2.2.  Staging and pre-produc�on environments 
2.2.3.  Produc�on systems used to run custom-developed code 

2.3. The policy also governs the handling of data during development and deployment, especially any use of 
produc�on data in non-produc�on systems. 

3. Objec�ves 
3.1. To prevent the introduc�on of security flaws or vulnerabili�es in custom or third-party-developed 

so�ware. 
3.2. To ensure that secure coding prac�ces and vulnerability preven�on are integrated into every phase of 

the so�ware development lifecycle. 
3.3. To reduce risks associated with the use of open-source or third-party components by manda�ng proper 

ve�ng and tracking. 
3.4. To require formal code review and applica�on security tes�ng before release. 
3.5. To control access to development environments and ensure separa�on from live produc�on systems. 
3.6. To meet mandatory requirements under interna�onal standards and regula�ons (e.g., ISO/IEC 27001, 

GDPR, DORA, NIS2). 
4. Roles and Responsibili�es 

4.1. General Manager (GM) 
4.1.1.  Approves and owns this policy. 
4.1.2.  Ensures all so�ware development (internal or outsourced) complies with this policy. 

 […….] 
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Reference Standards and Frameworks 

ISO/IEC 27001:2022  

Clause 8.1 – Requires implementa�on of opera�onal controls, including secure development, that align 
with business objec�ves and risk posture.  

ISO/IEC 27002:2022  

Control 8.25 – Recommends integra�ng security throughout the so�ware lifecycle, including source 
control, versioning, and developer access.  

Control 8.26 – Specifies methods for applica�on tes�ng and verifica�on of security func�onality before 
go-live.  

Control 8.27 – Requires third-party developers to adhere to the same development standards and have 
their security responsibili�es clearly defined. 

NIST SP 800-53 Rev.5  

SA-3 to SA-15 – Define secure development processes, including developer access control, tes�ng, 
threat modeling, and documenta�on.  

SI-10 – Requires developers to iden�fy and mi�gate common so�ware weaknesses and to use 
automated tools where applicable. 

EU GDPR (2016/679)  

Ar�cle 25 – “Data protec�on by design and by default” mandates integra�ng security and privacy 
protec�ons during so�ware design and development, especially where personal data is processed. 

EU NIS2 Direc�ve (2022/2555)  

Ar�cle 21(2)(a), (e), and (h) – Requires secure development policies, oversight of open-source use, and 
documented mi�ga�on of applica�on-related risks in essen�al and important en��es. 

EU DORA (2022/2554)  

Ar�cles 6(7), 9(1)(c), and 10(2)(c) – Impose development lifecycle security obliga�ons for financial-
sector en��es, including SMEs, par�cularly for cri�cal ICT systems. 

COBIT 2019  

BAI03 – “Manage Solu�ons Iden�fica�on and Build” supports implementa�on of structured 
development controls that emphasize security, traceability, and resilience, tailored to SME constraints. 
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Legal No�ce (Copyright & Usage Restric�ons) 

© 2025 Clarysec LLC. All rights reserved. 

This document is the intellectual property of Clarysec LLC. No part may be copied, 
reused, redistributed, or modified for commercial or implementa�on purposes 
without explicit writen permission. 

Unauthorized use is strictly prohibited and may lead to legal ac�on. 

For licensing, contact: info@clarysec.com  

mailto:info@clarysec.com

