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Aligned with standards and regula�ons where applicable 
Standard/Regula�on Clause/Ar�cle Comment 
ISO/IEC 27001:2022 Clause 8.1  
ISO/IEC 27002:2022 Controls 8.15–8.17  
NIST SP 800-53 Rev.5 AU-2 to AU-12, SI-4  
EU GDPR Ar�cles 5(1)(f), 32, 33  
EU NIS2 Ar�cles 21(2)(d), 23  
EU DORA Ar�cles 10, 15  
COBIT 2019 DSS01.03, DSS05.02  
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1. Purpose 
1.1. This policy establishes mandatory logging and monitoring controls to ensure the security, accountability, 

and opera�onal integrity of the organiza�on’s IT systems.  
1.2. It defines the types of events that must be logged, how logs are stored, how they are reviewed, and the 

responsibili�es of staff and service providers.  
1.3. Logging and monitoring support threat detec�on, regulatory compliance, incident response, and forensic 

analysis.  
1.4. This policy enables the organiza�on to meet the opera�onal control requirements of ISO/IEC 27001:2022 

and supports ongoing audit-readiness, customer trust, and compliance with GDPR, NIS2, and DORA. 
2. Scope 

2.1. This policy applies to all systems and users within the organiza�on, including: 
2.1.1.  Worksta�ons, laptops, servers, firewalls, switches, routers, and wireless access points 
2.1.2.  Cloud services used for business opera�ons (e.g., email, file storage, backups, collabora�on tools) 
2.1.3.  Logging func�ons on an�virus so�ware, applica�ons, opera�ng systems, and network equipment 
2.1.4.  All employees, contractors, and managed service providers (MSPs) who use or administer systems 
2.1.5.  Any loca�on where company IT systems are used, including remote, hybrid, or BYOD environments 

2.2. The policy also applies to logs generated by third-party services where the organiza�on has administra�ve 
access or contractual audit rights. 

3. Objec�ves 
3.1. Ensure logging of system ac�vity, including authen�ca�on, configura�on changes, access to sensi�ve 

data, and security alerts  
3.2. Maintain secure and accurate logs to detect policy viola�ons, system errors, or unauthorized ac�ons  
3.3. Enable rapid review of logs during incidents, inves�ga�ons, and audits  
3.4. Support �me synchroniza�on to ensure integrity and correla�on of log data  
3.5. Protect logs from tampering, loss, or premature dele�on  
3.6. Fulfill legal and regulatory obliga�ons for system accountability, traceability, and breach response 

4. Roles and Responsibili�es 
4.1. General Manager (GM) 

4.1.1.  Approves this policy and ensures implementa�on across all business systems 
4.1.2.  Reviews high-severity alerts and serious audit findings reported by IT or privacy func�ons 
4.1.3.  Signs off on excep�ons where logging or reten�on cannot be technically enforced 

4.2. IT Support Provider / Internal IT Role 
4.2.1.  Implements and configures logging for opera�ng systems, network devices, an�virus tools, and key 

applica�ons 
4.2.2.  Ensures logs are retained, backed up, and protected from altera�on 
4.2.3.  Reviews logs on a scheduled basis and inves�gates suspicious or unauthorized ac�vity 
4.2.4.  Maintains aler�ng systems that flag anomalous behavior or intrusion indicators 

4.3. Privacy Coordinator / Data Protec�on Lead 
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4.3.1.  Verifies that log data rela�ng to personal or sensi�ve informa�on is handled in line with GDPR and 
other data protec�on laws 

4.3.2.  Supports inves�ga�ons involving access to personal data or security events affec�ng user 
confiden�ality 

4.3.3.  Ensures logs are used in incident response, breach no�fica�on analysis, and internal reviews 
4.4. All Staff and Contractors 

4.4.1.  Must not disable or interfere with system logging or alert mechanisms 
4.4.2.  Must promptly report system error messages, failed login atempts, or other anomalies 

[……] 

11. Reference Standards and Frameworks 

ISO/IEC 27001:2022  

Clause 8.1 – Requires implementa�on of opera�onal controls to mi�gate informa�on security risks, 
including logging.  

ISO/IEC 27002:2022  

Control 8.15 – Requires event logging to support anomaly detec�on and accountability.  

Control 8.16 – Requires protec�on of logs from tampering and unauthorized access.  

Control 8.17 – Requires monitoring systems for unusual ac�vity and confirming the effec�veness of 

NIST SP 800-53 Rev.5  

AU-2 to AU-12 – Cover audit log content, review, reten�on, and automated aler�ng.  

SI-4 – Requires detec�on of system anomalies and repor�ng of suspicious events. 

EU GDPR  

Ar�cle 5(1)(f) – Requires integrity and confiden�ality of personal data, which includes logging of access.  

Ar�cle 32 – Mandates technical and organiza�onal measures to ensure security, including logging and 
monitoring.  

Ar�cle 33 – Requires �mely breach no�fica�on, supported by logs that enable root cause analysis. 

EU NIS2 Direc�ve  

Ar�cle 21(2)(d) – Requires logging mechanisms that detect anomalies and provide support during incident 
inves�ga�ons.  
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Ar�cle 23 – Mandates repor�ng of incidents within 24 hours, which depends on accurate and �mely log 
data. 

EU DORA  

Ar�cle 10 – Requires digital opera�onal resilience, including traceability of ICT-related incidents through 
logging.  

Ar�cle 15 – Obligates monitoring of service providers, including log access and review rights. 

COBIT 2019  

DSS01.03 – Requires traceability of system ac�vity through logging and monitoring.  

DSS05.02 – Addresses logging as a key control in protec�ng against malware and other unauthorized 
ac�vity. 
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