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Aligned with standards and regula�ons where applicable 
Standard/Regula�on Clause/Ar�cle Comment 
ISO/IEC 27001:2022 Clause 8.1  
ISO/IEC 27002:2022 Controls 5.9 to 5.11  
NIST SP 800-53 Rev.5 CM-8, CM-6, MP-6  
EU GDPR Ar�cles 30, 32  
EU NIS2 Ar�cles 21(2)(a, b), 21(3)  
EU DORA Ar�cles 5, 9  
COBIT 2019 BAI09, DSS01, MEA03  

 

  

Legal No�ce (Copyright & Usage Restric�ons) 

© 2025 Clarysec LLC. All rights reserved. 

This document is the intellectual property of Clarysec LLC. No part may be copied, 
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1.  Purpose 
1.1  This policy defines the mandatory organiza�onal requirements for iden�fying, classifying, managing, and 

securing informa�on assets throughout their lifecycle. It supports enterprise-wide governance of 
hardware, so�ware, data, cloud, and intangible informa�on assets, including mobile, remote, and third-
party-managed environments. 

1.2  The purpose of this policy is to ensure full visibility into the organiza�on's informa�on asset landscape, 
enabling effec�ve security controls, ownership assignment, compliance alignment, and responsible 
decommissioning or disposal. 

1.3  The policy aligns with ISO/IEC 27001:2022 Annex A.5.9 by manda�ng the maintenance of a centralized 
inventory of informa�on and associated assets. It ensures accountability by linking each asset to an owner 
and applying classifica�on-driven protec�on based on business sensi�vity and regulatory requirements. 

2.  Scope 
2.1  This policy applies to all employees, contractors, third-party vendors, and service providers who manage, 

use, access, store, or process informa�on assets owned or controlled by the organiza�on. 
2.2  The scope includes all categories of assets, such as: 

2.2.1 Physical assets: laptops, desktops, mobile devices, removable media, printers, network equipment 
2.2.2 Digital assets: so�ware, applica�ons, system images, databases, backup data, encryp�on keys 
2.2.3 Informa�on assets: structured and unstructured data, reports, emails, intellectual property 
2.2.4 Cloud and virtual assets: IaaS, SaaS, PaaS environments, virtual machines, containers 
2.2.5 Logical assets: domain names, licenses, user accounts, configura�on baselines 

2.3  The policy also governs assets used in remote work, hybrid, or outsourced environments, ensuring 
protec�on and visibility even when assets are not physically located on organiza�onal premises. 

3.  . Objec�ves 
3.1  To maintain a complete, accurate, and up-to-date inventory of all organiza�onal informa�on assets, 

with defined ownership, classifica�on, and loca�on atributes. 
3.2  To assign asset owners responsible for the classifica�on, handling, and protec�on of the assets under 

their control, in line with data governance and security policies. 
3.3  To apply appropriate classifica�on and labeling to all assets based on sensi�vity, cri�cality, and 

regulatory considera�ons. 
3.4  To protect assets according to their classifica�on and associated risk exposure, including storage, 

access, transmission, and disposal. 
3.5  To enforce asset return and secure disposal procedures during employee o�oarding, contract 

termina�on, or asset lifecycle conclusion. 
3.6  To support regulatory compliance with frameworks such as ISO/IEC 27001, GDPR, NIS2, DORA, and 

COBIT 2019 through structured asset management and auditability. 
4.  Roles and Responsibili�es 

4.1  Execu�ve Management 
4.1.1  Approves the Asset Management Policy and ensures resources are allocated for its full 

implementa�on. 
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4.1.2  Holds ul�mate accountability for ensuring that organiza�onal assets are protected and managed in 
line with regulatory and contractual obliga�ons. 

[……] 

11.  Reference Standards and Frameworks 

This policy is aligned with interna�onally recognized informa�on security standards and regulatory 
frameworks that require robust asset management throughout the lifecycle. 

ISO/IEC 27001:2022  

Clause 8.1 - Requires organiza�ons to plan, implement, and control the processes needed to meet 
informa�on security requirements, including those for asset lifecycle management. 

ISO/IEC 27002:2022 - Controls 5.9 to 5.11  

Clause 5.9 - Inventory of Informa�on and Other Associated Assets: Requires an up-to-date and complete 
inventory of all assets relevant to informa�on processing.  

Clause 5.10 - Acceptable Use of Informa�on and Assets: Supported by usage rules, ownership, and return 
processes.  

Clause 5.11 - Return of Assets: Implemented through formal handover and decommissioning procedures 

These controls establish structured requirements for iden�fying, labeling, maintaining, and tracking 
organiza�onal assets, with corresponding responsibili�es for owners and custodians throughout the 
lifecycle. 

NIST SP 800-53 Rev.5  

CM-8 - System Component Inventory: Reflected through centralized asset management, real-�me 
visibility, and linkage to opera�onal configura�ons.  

RA-3 - Risk Assessment: Asset inventories serve as founda�onal elements for threat modeling and risk 
evalua�on.  

MP-6 - Media Sani�za�on: Enforced via secure disposal methods defined in asset lifecycle controls and 
the Data Disposal Policy. 

EU GDPR (2016/679)  

Ar�cle 30 - Records of Processing Ac�vi�es: Requires organiza�ons to document systems, devices, and 
repositories that store or process personal data.  

Ar�cle 32 - Security of Processing: Aligns with asset-based risk evalua�on and safeguards tailored to 
classified assets and cri�cal infrastructure. 
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EU NIS2 Direc�ve (2022/2555)  

Ar�cle 21(2)(a, b): Mandates asset visibility and inventory as founda�onal to risk analysis, protec�on, and 
cybersecurity incident response.  

Ar�cle 21(3): Reinforces the necessity of structured asset governance as part of an organiza�onal security 
culture. 

EU DORA (2022/2554)  

Ar�cle 5 - ICT Governance and Internal Control: Requires financial en��es to control ICT assets with clear 
inventory, ownership, and protec�on requirements.  

Ar�cle 9 - ICT Risk Management Framework: Establishes that asset management processes must support 
threat mi�ga�on, con�nuity planning, and service resilience. 

COBIT 2019  

BAI09 - Manage Assets: Directly aligned to the structured iden�fica�on, classifica�on, usage, and disposal 
of enterprise assets.  

DSS01 - Managed Opera�ons: Supports implementa�on of controls that ensure asset protec�on and 
con�nuous opera�onal governance.  

MEA03 - Monitor, Evaluate, and Assess Compliance: Ensures regular audi�ng of asset management 
controls and their effec�veness in regulatory alignment. 


