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Aligned with standards and regula�ons where applicable 
Standard/Regula�on Clause/Ar�cle Comment 
ISO/IEC 27001:2022 Clause 6.1, 8.1  
ISO/IEC 27002:2022 Control 8.32  
NIST SP 800-53 Rev.5 CM-2 to CM-5, CM-11  
EU NIS2 Ar�cle 21(2)(b)  
EU DORA Ar�cles 6(9), 8(4)(b)  
COBIT 2019 BAI06, DSS01  
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Purpose 

1.1. This policy ensures that all changes to IT systems, configura�ons, business applica�ons, or cloud services 
are planned, risk-assessed, tested, and approved before implementa�on.  

1.2. The goal is to reduce opera�onal disrup�ons, security risks, and service outages by establishing a 
simplified but enforceable process that applies even to small businesses with limited resources.  

1.3. This policy supports ISO/IEC 27001:2022 cer�fica�on by formalizing how technical and opera�onal 
changes are managed and documented. 

2. Scope 
2.1. This policy applies to: 

2.1.1.  Employees and department managers proposing or execu�ng changes 
2.1.2.  External IT service providers managing systems or so�ware 
2.1.3.  General Manager, who holds overall responsibility for change approvals 

2.2. It covers changes to: 
2.2.1.  So�ware (updates, patches, new applica�ons) 
2.2.2.  Hardware (replacements, upgrades) 
2.2.3.  Network and firewall configura�ons 
2.2.4.  Cloud services, user access permissions, or vendor integra�ons 
2.2.5.  Cri�cal business process changes involving informa�on systems 

2.3. Both planned and emergency changes are within the scope of this policy. 
3. Objec�ves 

3.1. Ensure that all IT and business system changes are authorized, documented, and reversible if problems 
occur.  

3.2. Prevent unplanned down�me, data loss, or security incidents caused by uncontrolled changes.  
3.3. Define simple, repeatable procedures for change submission, approval, tes�ng, and rollback.  
3.4. Maintain an auditable Change Log that supports opera�onal accountability and regulatory compliance.  
3.5. Enable risk-based decision-making for significant or sensi�ve changes. 

4. Roles and Responsibili�es 
4.1. General Manager 

4.1.1.  Holds ul�mate accountability for all major changes. 
4.1.2.  Reviews and approves non-rou�ne, cri�cal, or high-risk changes. 
4.1.3.  Reviews the Change Log quarterly or a�er major incidents. 

4.2. IT Support or Outsourced IT Provider 
4.2.1.  Implements changes, including configura�on updates, patching, and system migra�ons. 
4.2.2.  Maintains a basic Change Log recording dates, types of change, outcomes, and approvers. 
4.2.3.  Tests changes prior to implementa�on and applies rollback steps as needed. 
4.2.4.  No�fies affected users before and a�er major changes. 

4.3. Department Managers 
4.3.1.  Propose needed changes related to their business area. 
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4.3.2.  Ensure employees do not bypass change procedures. 
4.4. Employees 

4.4.1.  Report issues or requests requiring system changes. 
4.4.2.  Must not make unauthorized changes to so�ware, hardware, or system se�ngs. 

4.5. Security or Compliance Contact (if assigned) 
4.5.1.  Reviews change requests that could impact data security or regulatory compliance. 
4.5.2.  Recommends addi�onal protec�ons when necessary (e.g., encryp�on, access logging). 

5. Governance Requirements 
5.1. Change Submission 

5.1.1.  All changes must be submited as a Change Request (email, form, or helpdesk �cket). 

[……] 


