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Allinjata ma’ standards u regolamenti

Standard / Klawzola / Applikabbilta Tip ta’ kopertura Kumment
Regolament Kontroll / Artikolu
ISO/IEC Clause 6.1.3; Both Primary Ippjanar u thaddim
27701:2025 Clause 8.1 tal-kontrolli tas-
sigurta tal-PlI
ISO/IEC Clause 7.5; Clause | Both Supporting Evidenza,
27701:2025 9.1; Clause 10.2 monitoragg u
azzjoni korrettiva
ISO/IEC Annex A.3.8; Annex | Both Primary Identita u drittijiet
27701:2025 A.3.9 tal-access ghall-
ipprocessar tal-Pll
ISO/IEC Annex A.3.22; Both Primary Protezzjoni tal-
27701:2025 Annex A.3.23 endpoint u
awtentikazzjoni
sigura
ISO/IEC Annex A.3.25; Both Primary Logging u
27701:2025 Annex A.3.26 protezzjoni
kriptografika
ISO/IEC Annex A.3.28; Both Supporting Sigurta tal-
27701:2025 Annex A.3.29 applikazzjonijiet u
arkitettura sigura
ISO/IEC Annex A.3.14; Both Supporting Protezzjoni u
27701:2025 Annex A.3.15; riezami tar-registri
Annex A.3.16
GDPR Article 5(1)(f); Both Primary Sigurta,
Article 5(2); Article responsabbilta u
24; Article 28; kontrolli tal-
Article 32 processur
ISO/IEC Clause 6.1.3; Both Supporting Integrazzjoni tal-
27001:2022 Clause 8.1; Annex kontrolli tal-ISMS
A controls 8.1, 8.2,
8.3, 8.5, 8.8, 8.9,
8.15, 8.16, 8.20,
8.24
ISO/IEC Controls 8.1, 8.2, Both Supporting Gwida ghall-
27002:2022 8.3, 8.5, 8.8, 8.9, implimentazzjoni
8.15, 8.16, 8.20, tal-kontrolli tas-
8.24 sigurta
ISO/IEC Clause 5.11; Both Supporting Prin¢ipji tas-sigurta
29100:2020 Clause 5.12 tal-informazzjoni u
tal-konformita mal-
privatezza
ISO/IEC Clause 9.4.2; Both Supporting Kontrolli tas-sigurta
29151:2022 Clause 9.4.3; ghall-protezzjoni
Clause 9.4.4; tal-Pll
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Clause 9.4.5;

Clause 10.1.2;
Clause 10.1.3;
Clause 12.1.5;
Clause 18.1.5;
Clause 18.2.2;
Clause 18.2.3;
Clause 18.2.4
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Kamp ta’ applikazzjoni

1.1

1.2

1.3

1.4

1.5

1.6

Din il-politika tiddefinixxi r-rekwiziti tas-sigurta u tal-kontroll tal-access specifici ghall-Pll ghal
sistemi, applikazzjonijiet, servizzi, apparati, ambjenti cloud u processi operattivi li jahznu,
jittrazmettu, jipprocessaw, jac¢essaw, jamministraw jew jipprotegu PII.

Din il-politika tapplika ghal kuntesti ta’ kontrollur, kontrollur kongunt, pro¢essur u subpro¢essur fejn
[-organizzazzjoni tiddetermina, thaddem, tappogga jew tiddependi fuq kontrolli tas-sigurta ghall-
ipprocessar tal-PllI.

Din il-politika tkopri I-ogsma li gejjin tal-kontrolli tas-sigurta tal-PII:

1.3.1 linja bazi tas-sigurta tal-PlII u integrazzjoni ma’ politiki ezistenti tas-sigurta tal-informazzjoni;
1.3.2  kontroll tal-access;

1.3.3 awtentikazzjoni;

1.3.4 access privileggjat;

1.3.5 i¢cifrar u hazna sigura;

1.3.6 logging u monitoragg;

1.3.7 konfigurazzjoni sigura u gestjoni tal-vulnerabbiltajiet;

1.3.8  kontrolli tal-a¢¢ess ghall-endpoints u ghall-cloud;

1.3.9 rabta tal-evidenza permezz ta’ REG02, REG08, REG10 u REG12.

Din il-politika ma tissostitwixxix sistema shiha ta’ gestjoni tas-sigurta tal-informazzjoni, politika tas-
sigurta tan-network, politika dwar I-izvilupp sigur, politika tal-backup, politika tal-endpoint, politika
tas-sigurta tal-cloud, standard kriptografiku, proc¢edura tal-gestjoni tal-vulnerabbiltajiet jew
procedura ta’ rispons ghall-in¢identi. Fejn dawk il-politiki diga jezistu, din il-politika tiddefinixxi r-
Din il-politika ma tidduplikax:

1.5.1  l-inventarju tal-ipproc¢essar tal-Pll u s-sjieda tal-bazi legali f'P1103;

1.5.2 il-metodologija tar-riskju tal-privatezza u tad-DPIA f'P1107;

1.5.3 il-gates tal-privatezza mid-disinn f'P1108;

1.5.4 ir-regoli dwar il-gbir, I-uzu, I-izvelar u I-kondivizjoni f'P1109;

1.5.5 l-ezekuzzjoni taz-zamma, it-thassir u r-rimi f'P1110;

1.5.6 il-governanza tac¢-ciklu tal-hajja tal-pro¢essur f'PII112;

1.5.7 il-kontrolli tal-mekkanizmu ta’ trasferiment internazzjonali f'P1113;

1.5.8 il-fluss tax-xoghol ghall-in¢identi u I-ksur f'PI115;

1.5.9 il-governanza tal-informazzjoni dokumentata f'PII17;

1.5.10 il-governanza tal-monitoragg, l-awditjar u t-titjib tal-PIMS f'PI1118.

Ghal din il-politika, logs operattivi, outputs tal-ghodod tas-sigurta, esportazzjonijiet tar-riezami tal-
access, rapporti tal-vulnerabbiltajiet u evidenza tal-konfigurazzjoni huma sorsi ta’ evidenza li jigu

mehmuza ma’, imgassra fi, jew referenzjati mill-oggetti kanonici tal-evidenza. Mhumiex registri
separati tal-PIMS.

Ghan

2.1 L-ghan ta’ din il-politika huwa li jigi zgurat li I-PIl tkun protetta permezz ta’ kontrolli tas-sigurta u tal-
accéess xierqa, allinjati mar-riskju u awditabbli matul l-ippro¢essar kollu.

2.2 Din il-politika tippermetti lill-organizzazzjoni turi li I-kontrolli tas-sigurta tal-Pll jigu ppjanati,

implimentati, riezaminati, immonitorjati u mtejba permezz ta’ REG02, REG08, REG10 u REG12
minghajr ma jinholqu registri tas-sigurta duplikati jew jigu sostitwiti politiki ezistenti tas-sigurta tal-
informazzjoni.

Page 4 of 8



3. Objettivi
3.1 L-objettivi ta’ din il-politika huma li:

3.1.1 tiddefinixxi linja bazi tal-kontroll tal-ac¢ess ghall-Pll ghas-sistemi u l-attivitajiet tal-
ipproc¢essar;

3.1.2 tizgura li I-kontrolli tal-awtentikazzjoni jkunu xierqa ghas-sensittivita u I-kuntest tal-ac¢ess
tal-Pll;

3.1.3 tiddefinixxi r-rekwiziti tar-riezami ghall-a¢¢ess privileggjat u ordinarju ghall-Pll;

3.1.4 tiddefinixxi |-aspettattivi tal-icc¢ifrar u tal-hazna sigura ghall-PIl mahzuna, fi tranzitu u
f’kuntesti rilevanti tal-cloud jew tal-endpoint;

3.1.5 tiddefinixxi l-aspettattivi tal-logging u tal-monitoragg ghall-ac¢ess ghal, il-bidliet fi u I-
amministrazzjoni tal-Pll;

3.1.6 tiddefinixxi r-rekwiziti tal-evidenza tal-konfigurazzjoni sigura u tal-vulnerabbiltajiet ghas-
sistemi li jipprocessaw PII;

3.1.7 tiddefinixxi l-aspettattivi tal-access ghall-endpoints u ghall-cloud minghajr ma tohloq
politika shiha tas-sigurta tal-endpoints jew tal-cloud;

3.1.8 torbot inc¢identi suspettati tas-sigurta tal-PIl ma’ REG10 minghajr ma tidduplika I-fluss tax-
xoghol tal-in¢identi;

3.1.9 tintegra ma’ politiki ezistenti tas-sigurta tal-informazzjoni fejn disponibbli;

3.1.10 izzomm evidenza lesta ghall-awditjar bl-uzu biss ta’ REG02, REG08, REG10 u REG12.

4. Dikjarazzjonijiet tal-politika
4.1 Linja bazi tas-sigurta tal-Pll u integrazzjoni mal-ISMS

411 [Both] The Information Security Lead GHANDU jiddefinixxi I-linja bazi tas-sigurta tal-PlII
ghal kull sistema jew servizz li jipproc¢essa Pll fREG12 gabel ma s-sistema jew is-servizz jidhol
fl-ambjent ta’ produzzjoni jew jinbidel b’mod materjali.

4.1.2 [Both] The System Owner / Application Owner GRANDU jirregistra I-post tal-evidenza tal-
kontroll tas-sigurta tal-Pll implimentat fREG12 qabel ma jiddependi fug kontroll ezZistenti tas-
sigurta tal-informazzjoni ghall-assigurazzjoni tal-PIMS.

4.1.3 [Controller] The Process Owner / Business Owner GHANDU jidentifika s-sensittivita tal-
PIl, il-kuntest tal-ipprocessar u |-htiega ta’ access fREG02 qabel ma jitlob a¢¢ess gdid jew
mibdul b’mod materjali ghall-PII.

4.1.4 [Processor] The Vendor / Procurement Owner GHANDU jirregistra I-istruzzjonijiet tas-
sigurta tal-klijent, il-konfini tar-responsabbilta tal-klijent u I-impenji tas-sigurta tal-processur
f'REGO08 gabel ma jibda jew jinbidel b’'mod materjali I-ac¢ess tal-proc¢essur ghall-Pll tal-klijent.

4.1.5 [Both] The Privacy Lead / PIMS Manager GRANDU jivverifika li I-evidenza tas-sigurta tal-
Pll tkun marbuta ma’ REG02, REG08, REG10 jew REG12 gabel ma jaccetta I-attivita tal-
ippro¢essar bhala awditabbli ghall-PIMS.

4.2 Linja bazi tal-kontroll tal-access

421 [Both] The System Owner / Application Owner GHANDU jirrestringi I-a¢c¢ess ghall-Pll ghal
rwoli approvati u utenti awtorizzati rregistrati jew tra¢¢abbli FREG02 jew REG12 gabel ma jigi
attivat l-access.

4.2.2 [Both] The Process Owner / Business Owner GHANDU japprova I-ghan tan-negozju ghall-
access ghall-Pll fREG02 jew REG12 qabel ma The System Owner / Application Owner
jipprovdi l-a¢cess.
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4.2.3 [Both] The System Owner / Application Owner GHANDU jirriezamina |-a¢c¢ess tal-utenti
ghal sistemi li jippro¢essaw Pl b’'impatt gholi jew sensittiva mill-inqas kull tliet xhur u jirregistra
r-rizultat tar-riezami fREG12.

4.2.4 [Both] The System Owner / Application Owner GHANDU jirriezamina l-aéc¢ess tal-utenti
ghal sistemi ohra li jipprocessaw Pll mill-ingas darba fis-sena u jirregistra r-rizultat tar-riezami
fREG12.

4.2.5 [Both] The System Owner / Application Owner GHANDU jnehhi jew jemenda l-aécess
ghall-PIl fREG12 fi zmien jum ta’ xoghol wiehed wara bidla fir-rwol, terminazzjoni, tlestija tal-
kuntratt jew meta l-a¢cess ma jkunx ghadu mehtieg.

4.2.6 [Processor] The Vendor / Procurement Owner GHANDU jikkonferma fREGO08 li I-access
tal-pro¢essur ghall-Pll tal-klijent ikun limitat ghall-istruzzjonijiet dokumentati tal-klijent gabel ma
[-access jigi attivat jew mibdul.

4.2.7 [Subprocessor] The Vendor / Procurement Owner GHANDU jikkonferma fREGO08 i I-
access tas-subprocessur ghall-PlIl ikun limitat ghal attivitajiet awtorizzati ta’ subpro¢essar gabel
ma l-ac¢ess tas-subprocessur jigi attivat jew mibdul.

[ ... Is-sezzjonijiet 4.3—8 mhumiex inkluzi f'dan il-preview. Ixtri d-dokument shih biex tac¢essa I-kontenut
kollu. ... ]
9. Eccezzjonijiet

9.1.1 [Both] The Information Security Lead GHANDU jirregistra kull e¢¢ezzjoni ghal rekwizit tas-
sigurta tal-PII jew tal-kontroll tal-ac¢ess REG12 gabel ma I-e¢¢ezzjoni tigi attivata.

9.1.2 [Both] The Data Protection Officer / Privacy Advisor GHANDU jaghti parir dwar
eccezzjonijiet tas-sigurta tal-Pll ta’ riskju oghla fREG12 gabel I-approvazzjoni.

9.1.3 [Both] Top Management GHANDU japprova e¢¢ezzjonijiet tas-sigurta tal-Pll fREG12 qabel
l-attivazzjoni meta I-e¢cezzjoni taffettwa PII b'impatt gholi, Pll sensittiva, ac¢ess privileggjat,
i¢¢ifrar, logging jew vulnerabbiltajiet mhux solvuti ta’ riskju gholi.

9.1.4 [Both] The Information Security Lead GHANDU jiddefinixxi d-data tal-iskadenza tal-
eccezzjoni, il-kontroll kumpensatorju u d-data tar-riezami fREG12 qabel I-approvazzjoni tal-
eccezzjoni.

9.1.5 [Both] The System Owner / Application Owner GHANDU jirrimedja, igedded jew jaghlaq
eccezzjonijiet skaduti tas-sigurta tal-Pll fREG12 fi Zmien hamest ijiem ta’ xoghol wara I-
iskadenza.

9.1.6 [Processor] The Vendor / Procurement Owner GHANDU jirregistra ec¢cezzjonijiet tas-
sigurta tal-processur jew tas-subprocessur li jaffettwaw il-PIl tal-klijent fREG08 u REG12 qabel
[-accettazzjoni.

10. Applikazzjoni

10.1.1 [Both] The Privacy Lead / PIMS Manager GHANDU jirregistra nuggasijiet ta’ konformita
ghal evidenza tas-sigurta tal-Pll niegsa jew mhux kompluta fREG12 fi zmien hamest ijiem ta’
xoghol mill-identifikazzjoni.

10.1.2 [Both] The Information Security Lead GHANDU jassenja s-sjieda tar-rimedjazzjoni ghall-
fallimenti tal-kontrolli tas-sigurta tal-Pll fREG12 fi zmien hamest ijiem ta’ xoghol mill-verifika.

10.1.3 [Both] The System Owner / Application Owner GHANDU jiddizattiva jew jirrestringi ac¢ess
mhux awtorizzat, eccessiv jew mhux sostnut ghall-Pll fi Zmien jum ta’ xoghol wiehed mill-
verifika u jirregistra lI-azzjoni FREG12.

10.1.4 [Conditional] The Incident Response Coordinator GHANDU jorbot azzjonijiet ta’
applikazzjoni ma’ REG10 fi zmien jum ta’ xoghol wiehed meta I-kwistjoni tal-applikazzjoni
tinvolvi incident suspettat jew ikkonfermat tal-PII.
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10.1.5 [Both] Top Management GHANDU jirriezamina nuqgasijiet ta’ konformita ripetuti jew ta’

riskju gholi tas-sigurta tal-P1l fREG12 qabel ir-riezami mill-manigment.
11. Riezami u manutenzjoni

11.1.1 [All] The Privacy Lead / PIMS Manager GHANDU jirriezamina din il-politka ma’ The
Information Security Lead mill-ingas darba fis-sena u jirregistra r-rizultat tar-riezami fREG12.

11.1.2 [Both] The Information Security Lead GHANDU jirriezamina I-linja bazi tas-sigurta tal-PlI
fREG12 fi zmien 30 jum wara bidla materjali teknologika, fit-theddid, fl-awditjar, f'in¢ident jew
regolatorja li taffettwa s-sigurta tal-PlII.

11.1.3 [Both] The System Owner / Application Owner GHANDU jaggorna |-evidenza tas-sigurta
tal-PII fil-livell tas-sistema fREG12 fi zmien 30 jum wara bidla materjali fl-arkitettura, fl-ac¢ess,
fil-konfigurazzjoni, fil-vulnerabbiltajiet jew fil-logging.

11.1.4 [Processor] The Vendor / Procurement Owner GHANDU jirriezamina |-evidenza tar-
responsabbiltajiet tas-sigurta tal-Pll tal-processuri u tas-subproc¢essuri FREGO8 fi zmien 30 jum
wara bidla materjali fis-servizz, fl-istruzzjoni tal-klijent jew fis-subproc¢essur.

11.1.5 [All] The Internal Audit / Compliance Reviewer GRANDU jivverifika |-evidenza tar-riezami
tal-politika u evidenza maghzula tal-kontrolli tas-sigurta tal-P1l fREG12 skont il-pjan tal-awditjar

approvat.
12. Politiki relatati
121 Din il-politika ghandha tingara flimkien ma’:

12.1.1 PII01 - Politika tas-Sistema ta’ Gestjoni tal-Informazzjoni dwar il-Privatezza;
12.1.2 PIIO2 - Politika dwar ir-Rwoli, ir-Responsabbiltajiet u r-Responsabbilta tal-Privatezza;
12.1.3 PIIO3 - Politika dwar I-Inventarju tal-lpprocessar tal-Pll u |-Bazi Legali;
12.1.4 PIIO7 - Politika dwar il-Valutazzjoni tar-Riskju tal-Privatezza u d-DPIA;
12.1.5 PIIO8 - Politika dwar il-Privatezza mid-Disinn u b’mod Predefinit;
12.1.6 PII09 - Politika dwar il-Gbir, I-Uzu, I-Izvelar u I-Kondivizjoni tal-PlI;
12.1.7 PII10 - Politika dwar iz-Zamma, it-Thassir u r-Rimi tal-PIl;
12.1.8 PII12 - Politika dwar il-Gestjoni tal-Privatezza tal-Processuri, tas-Subproc¢essuri u tal-
Partijiet Terzi;
12.1.9 PII13 - Politika dwar it-Trasferiment Internazzjonali tal-Pll;
12.1.10 PII15 - Politika dwar il-Gestjoni tal-In¢identi u I-Ksur tal-PlI;
12.1.11 PII16 - Politika dwar it-Tahrig, is-Sensibilizzazzjoni u I-Kompetenza fil-Privatezza;
12.1.12 PII17 - Politika dwar il-Gestjoni tal-Informazzjoni Dokumentata u I-Evidenza tal-PIMS;
12.1.13 PII18 - Politika dwar il-Monitoragg, |-Awditjar u t-Titjib tal-PIMS.
13. Standards u oqfsa ta’ referenza

13.1 ISO/IEC 27701:2025 - Clause 6.1.3; Clause 8.1. Addressed by clauses [4.1.1; 4.1.2;4.1.3;
41.4; 415,471,472, 4.7.3; 4.7.4;, 4.7.5;, 4.7.7; 4.8.1; 4.8.2; 4.8.3; 4.8.4; 4.8.5; 5.1.4; 5.1.6;
6.1.2;7.1.1;7.1.2].

13.2 ISO/IEC 27701:2025 - Clause 7.5; Clause 9.1; Clause 10.2. Addressed by clauses [4.1.5;
423; 424, 44.2;44.3; 45.5; 46.3; 4.6.4;, 4.7.5; 51.2; 6.1.1; 6.1.3; 6.1.4; 7.1.3; 7.1.6; 8.1.1;
8.1.2;8.1.3;8.1.4;9.1.1; 10.1.1; 10.1.2; 11.1.1; 11.1.5].

13.3 ISO/IEC 27701:2025 - Annex A.3.8; Annex A.3.9. Addressed by clauses [4.2.1; 4.2.2; 4.2.3;
424,425;426;4.27;4.31;,441,;44.2;443;4.4.4;445;4.4.6;10.1.3].
13.4 ISO/IEC 27701:2025 - Annex A.3.22; Annex A.3.23. Addressed by clauses [4.3.1; 4.3.2;

4.3.3;4.3.4;4.3.5;4.8.1;4.8.2; 4.8.3; 4.8.4; 4.8.5].
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13.5 ISO/IEC 27701:2025 - Annex A.3.25; Annex A.3.26. Addressed by clauses [4.5.1; 4.5.2;
453;454;455;46.1;4.6.2;4.6.3;4.6.4;4.6.5; 4.6.6].

13.6 ISO/IEC 27701:2025 - Annex A.3.28; Annex A.3.29. Addressed by clauses [4.1.1; 4.1.2;
471;4.7.2;47.3;4.7.4;,4.75;4.76;4.7.7,4.84;7.1.1;7.1.2].

13.7 ISO/IEC 27701:2025 - Annex A.3.14; Annex A.3.15; Annex A.3.16. Addressed by clauses
[4.1.5;42.3;42.4;44.2;443;46.2;4.6.3;4.6.4;4.7.2;4.7.3;5.1.9; 6.1.6; 8.1.4; 10.1.1; 11.1.5].

13.8 GDPR - Article 5(1)(f); Article 5(2); Article 24; Article 28; Article 32. Addressed by clauses
[4.1.1; 4.1.4; 4.21; 4.25; 4.26; 4.2.7; 4.3.2; 4.4.4; 4.5.1; 4.5.2; 4.6.1; 4.6.6; 4.7.5; 4.7.6; 4.7.7;
48.4;4.8.5;51.1;5.1.7;6.1.4;7.1.4; 9.1.3; 10.1.4].

13.9 ISO/IEC 27001:2022 - Clause 6.1.3; Clause 8.1; Annex A controls 8.1, 8.2, 8.3, 8.5, 8.8,
8.9, 8.15, 8.16, 8.20, 8.24. Addressed by clauses [4.1.1; 4.1.2; 4.2.1; 4.2.3; 4.3.2; 4.4.1; 44.2;
451;45.2;46.1;4.6.3;4.7.1;4.74;4.75;4.8.1;4.82;7.1.1; 7.1.2].

13.10 ISO/IEC 27002:2022 - Controls 8.1, 8.2, 8.3, 8.5, 8.8, 8.9, 8.15, 8.16, 8.20, 8.24. Addressed
by clauses [4.1.1;4.1.2;4.2.1;4.2.3;4.3.2;44.1;44.2;45.1;45.2,46.1;4.6.3;4.71,4.7.4;,4.7.5;
48.1;4.8.2;71.1; 7.1.2].

13.11 ISO/IEC 29100:2020 - Clause 5.11; Clause 5.12. Addressed by clauses [4.1.5;4.2.1;4.5.1;
4.6.2;4.6.6;4.7.6;5.1.2;6.1.1; 8.1.4;10.1.1; 11.1.1].
13.12 ISO/IEC 29151:2022 - Clause 9.4.2; Clause 9.4.3; Clause 9.4.4; Clause 9.4.5; Clause

10.1.2; Clause 10.1.3; Clause 12.1.5; Clause 18.1.5; Clause 18.2.2; Clause 18.2.3; Clause 18.2.4.
Addressed by clauses [4.2.1;4.2.2;4.2.3;4.2.4;4.3.1;4.3.2;4.3.3;43.4;44.1;4.4.2;4.45;45.1;
452;453;46.1;4.6.2;4.7.1;4.7.2;4.74;4.8.1;4.8.2;6.1.6; 11.1.5].
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