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Ailinithe le caighdeain agus rialachain

Caighdean / Clasal / Riala / Infheidhmeacht Cineal cumhdaigh | Nota
Rialachan Airteagal
ISO/IEC Clause 6.1.3; Both Primary Pleanail agus oibriu
27701:2025 Clause 8.1 rialuithe slandala
Pl
ISO/IEC Clause 7.5; Clause | Both Supporting Fianaise,
27701:2025 9.1; Clause 10.2 faireachan agus
gniomh
ceartaitheach
ISO/IEC Annex A.3.8; Annex | Both Primary Aitheantas agus
27701:2025 A.3.9 cearta rochtana le
haghaidh proiseail
Pl
ISO/IEC Annex A.3.22; Both Primary Cosaint
27701:2025 Annex A.3.23 criochphointi agus
fiordheimhniu slan
ISO/IEC Annex A.3.25; Both Primary Logail agus cosaint
27701:2025 Annex A.3.26 chripteagrafach
ISO/IEC Annex A.3.28; Both Supporting Slandail
27701:2025 Annex A.3.29 feidhmchlar agus
ailtireacht shlan
ISO/IEC Annex A.3.14; Both Supporting Cosaint agus
27701:2025 Annex A.3.15; athbhreithniu
Annex A.3.16 taifead
GDPR Article 5(1)(f); Both Primary Slandail,
Article 5(2); Article cuntasacht agus
24; Article 28; rialuithe proisealai
Article 32
ISO/IEC Clause 6.1.3; Both Supporting Comhthathu
27001:2022 Clause 8.1; Annex rialuithe ISMS
A controls 8.1, 8.2,
8.3, 8.5, 8.8, 8.9,
8.15, 8.16, 8.20,
8.24
ISO/IEC Controls 8.1, 8.2, Both Supporting Treoir maidir le cur
27002:2022 8.3, 8.5, 8.8, 8.9, chun feidhme
8.15, 8.16, 8.20, rialuithe slandala
8.24
ISO/IEC Clause 5.11; Both Supporting Prionsabail
29100:2020 Clause 5.12 slandala faisnéise
agus chomhlionta
priobhaideachais
ISO/IEC Clause 9.4.2; Both Supporting Rialuithe slandala
29151:2022 Clause 9.4.3; um chosaint PII
Clause 9.4.4;
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Clause 9.4.5;

Clause 10.1.2;
Clause 10.1.3;
Clause 12.1.5;
Clause 18.1.5;
Clause 18.2.2;
Clause 18.2.3;
Clause 18.2.4
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Raon feidhme

1.1

1.2

1.3

1.4

1.5

1.6

Sainmhinionn an beartas seo ceanglais slandala agus rialaithe rochtana ata sonrach do PII le
haghaidh céras, feidhmchlar, seirbhisi, gléasanna, timpeallachtai scamall agus proiseas
oibriochtuil a stéralann, a tharchuireann, a phréisealann, a fhaigheann rochtain ar, a riarann n6 a
chosnaionn PII.

Ta feidhm ag an mbeartas seo maidir le comhthéacsanna rialaitheora, rialaitheora chomhphairtigh,
préisealai agus fophhroisealai ina gcinnfidh, ina n-oibrionn, ina dtacaionn né ina mbraitheann an
eagraiocht ar rialuithe slandala le haghaidh préiseail PII.

Cumhdaionn an beartas seo na fearainn rialaithe slandala Pll seo a leanas:

1.3.1 bonnline slandéala PIl agus comhthathu le beartais slandala faisnéise ata ann cheana;
1.3.2 rialu rochtana;

1.3.3 fiordheimhniu;

1.3.4 rochtain phribhléideach;

1.3.5 criptit agus stérail shlan;

1.3.6  logail agus faireachan;

1.3.7 cumraiocht shlan agus bainistiocht leochaileachtai;

1.3.8 rialuithe rochtana criochphointe agus scamall;

1.3.9 nascadh fianaise tri REG02, REG08, REG10 agus REG12.

Ni thagann an beartas seo in ionad Céras Bainistiochta Slandala Faisnéise iomlan, beartas
slandala lionra, beartas forbartha slana, beartas cultaca, beartas criochphointe, beartas slandala
scamall, caighdean cripteagrafach, nés imeachta bainistiochta leochaileachtai na nés imeachta
freagartha do theagmhais. | gcas ina bhfuil na beartais sin ann cheana, sainmhinionn an beartas
seo an nasc sonrach do Pll agus na ceanglais fianaise is ga le haghaidh dearbhu PIMS.

Ni dhéanann an beartas seo dubailt ar:

1.5.1 fardal préiseala PIl agus uinéireacht bonn dlithiuil in P1103;
1.5.2 modheolaiocht riosca priobhaideachais agus DPIA in PII07;
1.56.3 geatai priobhaideachais de réir deartha in PIIO8;

1.5.4 rialacha bailithe, uséide, nochta agus comhroinnte in P1109;
1.5.5 cur chun feidhme coinneala, scriosta agus diuscartha in PI110;
1.5.6 rialachas shaolré préisealai in Pll12;

1.5.7 rialuithe sasra aistrithe idirnaisianta in P1113;

1.5.8 sreabhadh oibre teagmhais agus séraithe in PII15;

1.5.9 rialachas faisnéise doiciméadaithe in PII17;

1.5.10 rialachas faireachain, iniichta agus feabhsaithe PIMS in PI1118.

Chun criocha an bheartais seo, is foinsi fianaise iad logai oibriochtula, aschuir uirlisi slandala,
easportalacha athbhreithnithe rochtana, tuarascalacha leochaileachta agus fianaise chumraiochta
a cheanglaitear leis na réada fianaise chandnacha, a ndéantar achoimre orthu iontu, né a
dtagraitear déibh iontu. Ni clair PIMS ar leith iad.

Cuspoir

2.1

2.2

Is € cuspdir an bheartais seo a chinntit go gcosnaitear PlII le rialuithe slandala agus rochtana ata
iomchui, ailinithe le riosca agus in-initchta ar feadh na proiseala.

Cuireann an beartas seo ar chumas na heagraiochta a Iéiriu go ndéantar rialuithe slandala PIl a
phleanail, a chur chun feidhme, a athbhreithniu, faireachan a dhéanamh orthu agus iad a fheabhsu
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tri REG02, REG08, REG10 agus REG12 gan clair slandala dhublacha a chrutht na beartais
slandala faisnéise ata ann cheana a ionadu.

3. Cuspoiri
3.1 Is iad cuspéiri an bheartais seo:
3.1.1  bonnline rialaithe rochtana PIl a shainiu le haghaidh céras agus gniomhaiochtai proiseala;
3.1.2 a chinntit go bhfuil rialuithe fiordheimhnithe oirinach do chomhthéacs iogaireachta agus
rochtana PII;

3.1.3 ceanglais athbhreithnithe a shainit maidir le rochtain phribhléideach agus gnathrochtain
ar PII;

3.1.4 ionchais maidir le criptit agus storail shlan PIl a shainiu i staid chiuin, faoi tharchur agus i
gcomhthéacsanna abhartha scamall n6 criochphointe;

3.1.5 ionchais logala agus faireachain a shainit maidir le rochtain ar PII, athruithe ar PIlI agus
riarachan PlII;

3.1.6 ceanglais fianaise maidir le cumraiocht shlan agus leochaileachtai a shainiu le haghaidh
céras a phréisealann PlI;

3.1.7 ionchais rochtana criochphointe agus scamall a shainii gan beartas iomlan criochphointe
né slandala scamall a chruthu;

3.1.8 teagmhais slandala PIl amhrasta a nascadh le REG10 gan sreabhadh oibre teagmhais a
dhabailt;

3.1.9 comhthathu le beartais slandala faisnéise ata ann cheana i gcas ina bhfuil siad ar fail;

3.1.10 fianaise ata réidh don iniichadh a choinneail ag baint usaid as REG02, REG08, REG10
agus REG12 amhain.

4. Raitis bheartais
4.1 Bonnline slandala Pll agus comhthatha ISMS

4.1.1  [Both] Ni mér don Information Security Lead an bhonnline slandala Pll a shainit i REG12
le haghaidh gach cérais né seirbhise a phréisealann Pll sula dtéann an céras n6 an tseirbhis i
dtairgeadh né sula ndéantar athra dbhartha air né uirthi.

4.1.2 [Both] Ni mér don System Owner / Application Owner suiomh na fianaise maidir leis an
riald slandala PII ata curtha chun feidhme a thaifeadadh i REG12 sula mbraithfear ar rialt
slandala faisnéise atd ann cheana le haghaidh dearbhua PIMS.

4.1.3 [Controller] Ni mér don Process Owner / Business Owner iogaireacht Pll, comhthéacs
préiseala agus riachtanas rochtana a shainaithint i REG02 sula n-iarrfar rochtain nua né
rochtain a athraiodh go habhartha ar PII.

4.1.4 [Processor] Ni mor don Vendor / Procurement Owner treoracha slandala custaiméara,
teorainneacha freagrachta custaiméara agus gealltanais slandala an phréisealai a thaifeadadh
i REGO8 sula dtosaionn rochtain proisealai ar Pll custaiméara nd sula n-athraitear i go
habhartha.

4.1.5 [Both] Ni mér don Privacy Lead / PIMS Manager a fhiora go bhfuil fianaise slandala PlII
nasctha le REG02, REG08, REG10 né REG12 sula nglacfar leis an ngniomhaiocht phroéiseala
mar ghniomhaiocht in-iniuchta ag PIMS.

4.2 Bonnline rialaithe rochtana

4.2.1 [Both] Ni mér don System Owner / Application Owner rochtain ar Pll a shrianadh do roil
fhormheasta agus d’'Usaideoiri Udaraithe ata taifeadta n¢ inrianaithe i REG02 né REG12 sula
gcumasaitear rochtain.
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4.2.2 [Both] Ni mér don Process Owner / Business Owner an cuspoir gné le haghaidh rochtain
ar Pll a cheadu i REG02 n6 REG12 sula solathraionn an System Owner / Application Owner
rochtain.

4.2.3 [Both] Ni mér don System Owner / Application Owner athbhreithnit a dhéanamh ar rochtain
usaideoiri ar chorais a phroisealann Pll ardtionchair né Pll iogair ar a laghad gach raithe agus
toradh an athbhreithnithe a thaifeadadh i REG12.

4.2.4 [Both] Ni mér don System Owner / Application Owner athbhreithnit a dhéanamh ar rochtain
usaideoiri ar chorais eile a phréisealann Pll ar a laghad go bliantuil agus toradh an
athbhreithnithe a thaifeadadh i REG12.

4.2.5 [Both] Ni mér don System Owner / Application Owner rochtain PIl a bhaint n6 a leasu i
REG12 laistigh de 14 gné amhain tar éis athru réil, foirceannadh, criochnu conartha né nuair
nach bhfuil rochtain ag teastail a thuilleadh.

4.2.6 [Processor] Ni moér don Vendor / Procurement Owner a dhearbhd i REG08 go bhfuil
rochtain proisealai ar Pll custaiméara teoranta do threoracha custaiméara doiciméadaithe sula
gcumasaitear no sula n-athraitear rochtain.

4.2.7 [Subprocessor] Ni mor don Vendor / Procurement Owner a dhearbht i REG08 go bhfuil
rochtain fophhroisealai ar PIl teoranta do ghniomhaiochtai fophhréiseala Udaraithe sula
gcumasaitear né sula n-athraitear rochtain fophhroisealai.

[ ... Nil ailt 4.3—-8 san aireamh sa réamhamharc seo. Ceannaigh an doiciméad iomlan chun rochtain a fhail
ar an gcomhabhar iomlan. ... ]

9. Eisceachtai

9.1.1 [Both] Ni mér don Information Security Lead gach eisceacht 6 cheanglas slandala né
rialaithe rochtana PIl a thaifeadadh i REG12 sula ngniomhachtaitear an eisceacht.

9.1.2 [Both] Ni mér don Data Protection Officer / Privacy Advisor comhairle a thabhairt maidir le
heisceachtai slandala PII ar riosca nios airde i REG12 roimh cheadu.

9.1.3 [Both] Ni mér do Top Management eisceachtai slandala PIl a cheadu i REG12 roimh
ghniomhachtd nuair a dhéanann an eisceacht difear do Pl ardtionchair, PIl iogair, rochtain
phribhléideach, criptiu, logail n6 leochaileachtai ardriosca gan réiteach.

9.1.4 [Both] Ni mér don Information Security Lead data éaga, rialu cuiteach agus data
athbhreithnithe na heisceachta a shainiu i REG12 roimh cheadu na heisceachta.

9.1.5 [Both] Ni mér don System Owner / Application Owner eisceachtai slandala Pll ata imithe
in éag a leigheas, a athnuachan né a dhdnadh i REG12 laistigh de chuig la gno tar éis dul in
éag.

9.1.6 [Processor] Ni mér don Vendor / Procurement Owner eisceachtai slandala proisealai né
fophhroéisealai a dhéanann difear do PII custaiméara a thaifeadadh i REG08 agus REG12
roimh ghlacadh.

10. Forfheidhmiu

10.1.1 [Both] Ni mér don Privacy Lead / PIMS Manager neamhchomhréireachtai maidir le fianaise
slandala PIl ata in easnamh n6é neamhiomlan a thaifeadadh i REG12 laistigh de chuig la gné
6n sainaithint.

10.1.2 [Both] Ni mér don Information Security Lead uinéireacht leigheasuchain le haghaidh
teipeanna rialaithe slandala Pl a shannadh i REG12 laistigh de chuig la gn6é 6n mbailiochtu.

10.1.3 [Both] Ni mér don System Owner / Application Owner rochtain PIl neamhudaraithe,
iomarcach né gan tacaiocht a dhichumasu né a shrianadh laistigh de 1a gné amhain 6n
mbailiochtu agus an gniomh a thaifeadadh i REG12.
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10.1.4 [Conditional] Ni mér don Incident Response Coordinator gniomhartha forfheidhmithe a
nascadh le REG10 laistigh de 14 gné amhain nuair a bhaineann an t-abhar forfheidhmithe le
teagmhas Pll amhrasta n6 deimhnithe.

10.1.5 [Both] Ni mér do Top Management athbhreithniu a dhéanamh ar neamhchomhréireachtai
slandala PII athfhillteacha né ardriosca i REG12 roimh athbhreithnil bainistiochta.

11. Athbhreithnia agus cothabhail

11.1.1 [All] Ni mér don Privacy Lead / PIMS Manager athbhreithnit a dhéanamh ar an mbeartas
seo leis an Information Security Lead ar a laghad go bliantuil agus toradh an athbhreithnithe a
thaifeadadh i REG12.

11.1.2 [Both] Ni mér don Information Security Lead athbhreithnit a dhéanamh ar bhonnline
slandala PIl i REG12 laistigh de 30 |a tar éis athri abhartha teicneolaiochta, bagartha, inidchta,
teagmhais no rialala a dhéanann difear do shlandail PII.

11.1.3 [Both] Ni mér don System Owner / Application Owner fianaise slandala Pll ar leibhéal
coérais a nuashonru i REG12 laistigh de 30 Ia tar éis athru abhartha ailtireachta, rochtana,
cumraiochta, leochaileachta nd logala.

11.1.4 [Processor] Ni mér don Vendor / Procurement Owner athbhreithnid a dhéanamh ar
fhianaise freagrachta slandala PIl préisealai agus fophhréisealai i REGOS laistigh de 30 la tar
éis athru abhartha seirbhise, treorach custaiméara né fophhréisealai.

11.1.5 [All] Ni mdr don Internal Audit / Compliance Reviewer fianaise athbhreithnithe beartais
agus fianaise roghnaithe rialaithe slandala Pll i REG12 a fhioru de réir an phlean initchta
cheadaithe.

12. Beartais ghaolmhara
121 Ba cheart an beartas seo a Iéamh in éineacht le:
12.1.1 PIIO1 - Beartas um Choéras Bainistiochta Faisnéise Priobhaideachais;
12.1.2 PIIO2 - Beartas um Ro6lanna, Freagrachtai agus Cuntasacht Priobhaideachais;
12.1.3 PIIOS - Beartas um Fhardal Proéiseala Pll agus Bonn Dlithiuil;
12.1.4 PIIO7 - Beartas um Measunu Riosca Priobhaideachais agus DPIA;
12.1.5 PIIO8 - Beartas Priobhaideachais de réir Deartha agus de réir Réamhshocraithe;
12.1.6 PII09 - Beartas um Bhailit, Usaid, Nochtadh agus Combhroinnt PII;
12.1.7 PIIM10 - Beartas um Choinneail, Scriosadh agus Diuscairt PlI;
12.1.8 PII12 - Beartas Bainistiochta Priobhaideachais Préisealaithe, Fophhréisealaithe agus Triu
Pairtithe;

12.1.9 PIlI13 - Beartas um Aistriu Idirnaisiunta PII;
12.1.10 PII15 - Beartas um Bainistiocht Teagmhas agus Saruithe PII;
12.1.11 PII16 - Beartas um Qiliuint, Feasacht agus Inniulacht Priobhaideachais;
12.1.12 PII17 - Beartas um Fhaisnéis Dhoiciméadaithe agus Bainistiocht Fianaise PIMS;
12.1.13 PII18 - Beartas um Fhaireachan, Iniuchadh agus Feabhsu PIMS.

13. Caighdeain agus creatai tagartha

13.1 ISO/IEC 27701:2025 - Clause 6.1.3; Clause 8.1. Addressed by clauses [4.1.1; 4.1.2;4.1.3;
41.4; 415,471,472, 47.3;4.7.4; 4.75; 4.7.7;, 4.8.1; 4.8.2; 4.8.3; 4.8.4; 4.8.5; 5.1.4; 5.1.6;
6.1.2;7.1.1;7.1.2].

13.2 ISO/IEC 27701:2025 - Clause 7.5; Clause 9.1; Clause 10.2. Addressed by clauses [4.1.5;
42.3;424;,44.2;443;455;46.3;,46.4;,475;51.2;6.1.1; 6.1.3; 6.1.4; 7.1.3; 7.1.6; 8.1.1;
8.1.2;8.1.3;8.1.4;9.1.1; 10.1.1; 10.1.2; 11.1.1; 11.1.5].
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13.3 ISO/IEC 27701:2025 - Annex A.3.8; Annex A.3.9. Addressed by clauses [4.2.1; 4.2.2; 4.2.3;
424,425;426;42.7;4.31;441;44.2;443;44.4;445;44.6;10.1.3].

13.4 ISO/IEC 27701:2025 - Annex A.3.22; Annex A.3.23. Addressed by clauses [4.3.1; 4.3.2;
4.3.3;4.3.4;4.3.5;4.8.1;4.8.2;4.8.3; 4.8.4; 4.8.5].

13.5 ISO/IEC 27701:2025 - Annex A.3.25; Annex A.3.26. Addressed by clauses [4.5.1; 4.5.2;
453;454;455;46.1;4.6.2;4.6.3;4.6.4;4.6.5; 4.6.6].

13.6 ISO/IEC 27701:2025 - Annex A.3.28; Annex A.3.29. Addressed by clauses [4.1.1; 4.1.2;
471;4.7.2;47.3;4.7.4;,4.75;4.76;4.7.7,4.84;7.1.1;7.1.2].

13.7 ISO/IEC 27701:2025 - Annex A.3.14; Annex A.3.15; Annex A.3.16. Addressed by clauses
[4.1.5;42.3;42.4;44.2;443;46.2;4.6.3;4.6.4;4.7.2;4.7.3;5.1.9; 6.1.6; 8.1.4; 10.1.1; 11.1.5].

13.8 GDPR - Article 5(1)(f); Article 5(2); Article 24; Article 28; Article 32. Addressed by clauses

[41.1;41.4; 4.21;4.25;4.2.6;4.2.7,43.2;44.4;451,452;4.6.1; 4.6.6; 4.7.5; 4.7.6; 4.7.7,
48.4;4.8.5;51.1;51.7;6.1.4;7.1.4;9.1.3; 10.1.4].

13.9 ISO/IEC 27001:2022 - Clause 6.1.3; Clause 8.1; Annex A controls 8.1, 8.2, 8.3, 8.5, 8.8,
8.9, 8.15, 8.16, 8.20, 8.24. Addressed by clauses [4.1.1; 4.1.2; 4.2.1; 4.2.3; 4.3.2; 4.4.1; 4.4.2;
451,4.5.2;46.1;4.6.3;4.71,4.7.4,4.75;4.8.1;4.8.2;7.1.1; 71.2].

13.10 ISO/IEC 27002:2022 - Controls 8.1, 8.2, 8.3, 8.5, 8.8, 8.9, 8.15, 8.16, 8.20, 8.24. Addressed
by clauses [4.1.1;4.1.2;4.2.1;4.2.3;4.3.2;44.1;44.2;45.1;45.2,46.1;4.6.3;4.71,4.7.4;,4.7.5;
48.1;4.8.2;71.1;7.1.2].

13.11 ISO/IEC 29100:2020 - Clause 5.11; Clause 5.12. Addressed by clauses [4.1.5;4.2.1;4.5.1;
4.6.2,4.6.6;4.7.6;5.1.2;6.1.1; 8.1.4; 10.1.1; 11.1.1].
13.12 ISO/IEC 29151:2022 - Clause 9.4.2; Clause 9.4.3; Clause 9.4.4; Clause 9.4.5; Clause

10.1.2; Clause 10.1.3; Clause 12.1.5; Clause 18.1.5; Clause 18.2.2; Clause 18.2.3; Clause 18.2.4.
Addressed by clauses [4.2.1; 4.2.2;4.2.3; 4.2.4;4.3.1; 4.3.2,;4.3.3;4.3.4,4.41;44.2;445; 45.1;
452;453;46.1;4.6.2;4.7.1;4.7.2;4.7.4;4.8.1;4.8.2;6.1.6; 11.1.5].

Page 8 of 8



